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NEWS

GIRO DI VITE DEL PENTAGONO: IL SABOTAGGIO INFORMATICO DIVENTA UN ATTO DI GUERRA
http://www.ilsole24ore.com/art/notizie/2011-05-31/giro-vite-pentagono-sabotaggio-131901.shtml

ANONYMOUS, SVELATA LA RETE IN ITALIA
http://www.corriere.it/cronache/11 luglio 05/anonymous-rete-svelata 7e9dffee-abc6-1le0-bbaa-d

ATTACCO ALLA RETE DEL CNAIPIC
http://www.repubblica.it/cronaca/2011/07/25/news/attacco _cnaipic-19587826/?ref=HREA-1
http://inchieste.repubblica.it/it/repubblica/rep-it/2011/07/27/news/anonymous si dissocia dal

CNAIPIC - ITALIAN GOVERNMENT HACKED BY ANTISEC, VARIOUS CONFIDENTIAL DOCUMENTS LEAKED
http://www.thehackernews.com/2011/07/cnaipic-italian-government-hacked-by.html?utm source=fee

NEWS OF THE WORLD - UK PHONE HACKING SCANDAL
http://www.csmonitor.com/World/Europe/2011/0708/Tabloid-phone-hacking-scandal-spreads-former-
http://www.bbc.co.uk/news/uk-politics-14119225
http://www.guardian.co.uk/media/2011/jul/17/rebekah-brooks-arrested-phone-hacking-allegations

LULZSEC HACKS NEWS INTERNATIONAL SERVERS, "KILLS" MURDOCH
http://www.net-security.org/secworld.php?id=11306

BRITAIN'S PHONE HACKING INQUIRY OPENED
http://www.abc.net.au/news/2011-07-29/british-phone-hacking-inquiry-opens/2815008?section=wor
http://www.irishtimes.com/newspaper/world/2011/0729/1224301562415.html

PENTAGON ACKNOWLEDGES SERIOUS DATA BREACH, ANNOUNCES CYBER SECURITY STRATEGY
http://www.informationweek.com/news/government/security/231001814
http://www.msnbc.msn.com/1d/43757768/ns/technology and science-security/

EU CONSIDERS STRICTER DATA BREACH NOTIFICATION RULES
http://www.computerworld.com/s/article/9218417/EU considers stricter data breach notification

FORMER HBGARY CEO WILL NOT SPEAK AT DEFCON
http://www.scmagazineus.com/former-hbgary-federal-ceo-bows-out-of-defcon-talk/article/208508/
http://www.theregister.co.uk/2011/07/28/ex_hbgary boss cancels blackhat gig/

BLACK HAT TALK WILL DEMONSTRATE "WAR TEXTING" TO HACK GSM AND CELLULAR NETWORKS
http://www.theregister.co.uk/2011/07/27/war_ texting hack/
http://www.computerworld.com/s/article/9218685/ War texting lets hackers unlock car doors via
http://www.darkreading.com/security/news/231002602/war-texting-attack-hacks-car-alarm-system.

FBI RAIDS CONNECTED TO ANONYMOUS BASED ON IP ADDRESSES USED IN PAYPAL DDOS ATTACK
http://www.wired.com/threatlevel/2011/07/0p payback/

STUXNET SOURCE CODE
http://www.pentestit.com/2011/07/04/stuxnet-source-code-online/

THREE ARRESTED IN CONNECTION WITH CYBER ATTACKS ON ITALIAN GOVERNMENT AND COMMERCIAL SITES
http://www.computerworld.com/s/article/9218212/Police raid Italian branch of Anonymous?taxono



http://www.theregister.co.uk/2011/07/06/swiss_italian police anonymous_ roundup/

ARRESTS MADE FOLLOWING RAIDS ON HOMES OF ANONYMOUS AND LULZSEC SUSPECTS
http://www.wired.com/threatlevel/2011/07/paypal-hack-arrests/
http://www.theregister.co.uk/2011/07/20/europe_anon_suspects_ cuffed/
http://www.computerworld.com/s/article/9218528/ Anonymous arrests tied to PayPal DDoS attacks
https://www.infosecisland.com/blogview/15257-FBI-Anonymous-Members-Arrested-for-PayPal-Attack

MICROSOFT RELEASES WI-FI DATA-GATHERING SOURCE CODE
http://www.h-online.com/security/news/item/Microsoft-releases-Wi-Fi-data-collection-source-co
http://www.theregister.co.uk/2011/07/05/microsoft wifi code released/

ZEUS VARIANT TARGETS ANDROID SMARTPHONES
http://www.h-online.com/security/news/item/ZeuS-trojan-attacks-Android-1278609.html
http://www.scmagazineus.com/zeus-for-android-steals-one-time-banking-passwords/article/207286

FEDS DON'T WANT JUDGE TO RETURN SEIZED DOMAINS
http://www.wired.com/threatlevel/2011/07/domain-seizures-defended/

ATTACKERS WERE IN GERMAN POLICE COMPUTERS FOR MONTHS
http://www.h-online.com/security/news/item/One-arrest-and-further-threats-in-the-German-polic
http://www.monstersandcritics.com/news/europe/news/article 1651622.php/Officials-hackers-were

APPLE MACBOOKS CAN BE HACKED THROUGH THE BATTERY
http://digitizor.com/2011/07/23/macbook-hacked-battery/
http://www.huffingtonpost.com/2011/07/22/apple-laptop-security-flaw n 907488.html

ELCOMSOFT BREAKS IPHONE I0OS4 ENCRYPTION
http://www.brightsideofnews.com/news/2011/5/24/elcomsoft-breaks-iphone-ios4-encryption.aspx
http://www.elcomsoft.com/iphone-forensic-toolkit.html

10 MOST COMMON IPHONE PASSCODES
http://www.net-security.org/secworld.php?id=11167

ANONYMOUS RELEASES 90,000 MILITARY EMAILS AND PASSWORDS
http://www.net-security.org/secworld.php?id=11269

VODAFONE FEMTOCELL HACK ALLOWS CALL INTERCEPTION ON UNPATCHED DEVICES
http://www.net-security.org/secworld.php?id=11293

HOW MUCH DATA IS FACEBOOK GIVING LAW ENFORCEMENT UNDER SECRET WARRANTS?
http://ridethelightning.senseient.com/2011/07/how-much-data-is-facebook-giving-law-enforcemen

STUXNET'S FOOTPRINT IN MEMORY WITH VOLATILITY 2.0
http://mnin.blogspot.com/2011/06/examining-stuxnets—-footprint-in-memory.html

WHY AND HOW TO ADD MAPPING TO YOUR CELL PHONE EVIDENCE
http://cops2point0.com/2011/07/why-how-add-mapping-your-cell-phone-evidence/?utm source=feedb

LINKS

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/ - NEW
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/

[ITA] http://pierluigiperri.com/



PODCASTS
http://cyberspeak.libsyn.com
http://forensicd4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

TOOLS

SQLITE DATABASE BROWSER
http://sglitebrowser.sourceforge.net/

WEBSITE RIPPER COPIER
http://www.tensons.com/products/websiterippercopier/

CARBON BLACK
http://getcarbonblack.com/
http://windowsir.blogspot.com/2011/07/carbon-black.html

ORION LIVE CD
http://orionlivecd.sourceforge.net/

GOOGLE CHROME BROWSER PROFILE (MAC 0OS X)
http://forensicartifacts.com/2011/03/google-chrome-browser-profile-mac-os-x/

ELCOMSOFT PHONE PASSWORD BREAKER
http://www.elcomsoft.com/eppb.html

SPIDER - OPEN-SOURCE FORENSICS TOOLS FOR NETWORK AND SYSTEM ADMINISTRATORS
http://www2.cit.cornell.edu/security/tools/

analyzeMFT 2.0
http://integriography.wordpress.com/2011/07/21/analyzemft-2-0-released-ood/

LIVE MEMORY FORENSICS ANALYSIS
http://computer-forensics.sans.org/blog/2011/07/21/1ive-mem-forensic-analysis

MOONSOLS DUMPIT - WINDOWS MEMORY FORENSICS
http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes—-mainstream/

CLOUD EXPORT
http://www.nabber.org/projects/cloudexport/

PAPERS

IMAGE e VIDEO FORENSICS - Prof. Battiato
http://www.ziccardi.org/?p=1426



SCIENCE & TECHNOLOGY INVESTIGATOR - JUNE 2011
http://www.the-investigator.co.uk/files/Science Technology Investigator June 2011.pdf

PLUG AND PREY: MALICIOUS USB DEVICES by A. Crenshaw
http://www.irongeek.com/1i.php?page=security/plug-and-prey-malicious-usb-devices

FACEBOOK FORENSICS
https://sites.google.com/site/valkyriexsecurityresearch/announcements/facebookforensicspaperp

ANDROID FORENSICS by C. Triplett, MFC 2011
http://viaforensics.com/android-forensics/android-forensics-presentation-chris-triplett-mfc-2

PHYSICAL MEMORY STANDARD OPERATING PROCEDURES - HBGARY MEMORY FORENSIC TOOLS
http://publicintelligence.info/HBGary-MorganStanley.pdf

[LIBRO - ENG] ANDROID FORENSICS: INVESTIGATION, ANALYSIS AND MOBILE SECURITY FOR GOOGLE ANDRO
http://www.amazon.co.uk/Android-Forensics-Investigation-Analysis-Security/dp/1597496510/ref=s

[LIBRO - ENG] IPHONE AND IOS FORENSICS: INVESTIGATION, ANALYSIS AND MOBILE SECURITY FOR APPLE
http://www.amazon.co.uk/iPhone-i0S-Forensics-Investigation-Analysis/dp/1597496596/ref=pd bxgy

FORMAZIONE

CONFERENCES & CFP

3rd IEEE INTERNATIONAL WORKSHOP ON COMPUTER FORENSICS IN SOFTWARE ENGINEERING (CFSE 11)

In conjunction with 35th Annual International Computer Software and Applications Conference (
July 18-22, 2011 - Munich, Germany

http://compsac.cs.iastate.edu/cc_workshops.php

BLACKHAT USA 2011

Training: July 30 - August 2 | Briefings: August 3 - 4
Caesars Palace - Las Vegas, NV
http://blackhat.com/html/bh-us-11/bh-us-11-home.html

DFRWS - DIGITAL FORENSICS RESEARCH CONFERENCE 2011
August 1-3, 2011 - New Orleans, LA
http://www.dfrws.org/2011/

THE 2011 EUROPEAN DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT
September 21-27, 2011 - London, UK
http://www.sans.org/eu-forensic-incident-resp-summit-2011/agenda.php

TECHNO-FORENSICS CONFERENCE

The Techno Forensics Conference is all about digital forensics, evidence collection, crime sc
October 31 - November 1, 2011

Myrtle Beach Convention Center, Myrtle Beach, South Carolina

MIFOR 2011 - THE ACM WORKSHOP ON MULTIMEDIA IN FORENSICS AND INTELLIGENCE
November 28 - December 1, 2011 - Scottsdale, Arizona, USA
http://madm.dfki.de/mifor2010/MiFor2010.html



