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===============================
             NEWS
===============================

ON LINE I SEGRETI DELLA POLIZIA
http://espresso.repubblica.it/dettaglio/on-line-i-segreti-della-polizia/2193420?ref=HREC1-5

CRITICA L'EX CAPO SU FACEBOOK, CONDANNATA PER DIFFAMAZIONE
http://www.zeusnews.it/index.php3?ar=stampa&cod=18362

DIFFAMAZIONE A MEZZO INTERNET: TRIPADVISOR INCASSA UN'ALTRA VITTORIA
http://www.altalex.com/index.php?idu=14871&cmd5=96d1f48f6e43fd2bf8a33aa0584c47fd&idnot=19338

CONCLUSA LA SIMULAZIONE DI ATTACCO INFORMATICO DI MASSA NELL’UE
http://www.lastampa.it/2012/10/08/tecnologia/conclusa-la-simulazione-di-attacco-informatico-di-massa-nell-ue-un-successo-2od7JFY6uYa1Tkqtw2SjWI/pagina.html
[ENG] http://www.enisa.europa.eu/media/press-releases/europe-joins-forces-in-cyber-europe-2012

PRIVACY, GARANTI UE CONTRO GOOGLE "NUOVE REGOLE NON TUTELANO GLI UTENTI"
http://www.repubblica.it/tecnologia/2012/10/16/news/privacy_garanti_ue_contro_google_nuove_regole_non_tutelano_gli_utenti-44624211/?ref=HREC1-2

EU REGULATORS SAY GOOGLE'S NEW PRIVACY POLICY DOES NOT PASS MUSTER
http://www.bbc.co.uk/news/technology-19953241
http://www.zdnet.com/eu-regulators-find-legal-problems-in-google-privacy-policy-7000005778/
http://news.cnet.com/8301-1009_3-57532286-83/eu-will-tell-google-to-change-privacy-policy-tomorrow-report-says/

LETTER FROM EU DATA PROTECTION AUTHORITIES TO GOOGLE
http://www.cnil.fr/fileadmin/documents/en/20121016-letter_google-article_29-FINAL.pdf

GOOGLE WARNS USERS OF POSSIBLE GMAIL ACCOUNT COMPROMISE ATTEMPTS
http://news.cnet.com/8301-1009_3-57525334-83/middle-east-cyberattacks-on-google-users-increasing/
http://www.nbcnews.com/technology/technolog/google-users-your-account-may-be-under-attack-6259428

PUBLISHED ISO27037 - GUIDELINES FOR IDENTIFICATION, COLLECTION, ACQUISITION AND PRESERVATION OF DIGITAL EVIDENCE
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=44381

CALIFORNIA GOVERNOR VETOES LAW REQUIRING WARRANTS FOR GPS DATA FROM MOBILE DEVICES
http://www.wired.com/threatlevel/2012/10/mobile-privacy-law-vetoed/

SKYPE WARNS OF RANSOMWARE THREAT SPREADING THROUGH INSTANT MESSAGES
http://news.cnet.com/8301-1009_3-57528353-83/worm-spreading-on-skype-im-installs-ransomware/
http://www.v3.co.uk/v3-uk/news/2215432/dorkbot-ransomware-worm-targets-skype-user

PANETTA WARNS OF DIRE THREAT OF CYBERATTACK ON U.S.
http://www.nytimes.com/2012/10/12/world/panetta-warns-of-dire-threat-of-cyberattack.html?ref=world
http://online.wsj.com/article/SB10000872396390444657804578051071681887566.html?mod=googlenews_wsj

IRISH DOMAIN REGISTRY BREACH
http://arstechnica.com/security/2012/10/irelands-domain-registry-suspends-some-operations-following-security-breach/
http://www.eweek.com/security/irish-google-yahoo-domains-taken-offline-briefly-after-security-breach/

SUPREME COURT DECLINES TO HEAR WARRANTLESS WIRETAPPING CASE
http://arstechnica.com/tech-policy/2012/10/supreme-court-allows-wiretapping-immunity-law-to-stand/



http://news.cnet.com/8301-1009_3-57529255-83/supreme-court-closes-door-on-warrantless-eavesdropping-suit/

CISCO ENDS BUSINESS RELATIONSHIP WITH COMPANY THAT ALLEGEDLY SOLD EQUIPMENT TO IRAN
http://arstechnica.com/tech-policy/2012/10/cisco-cuts-ties-with-chinese-firm-accused-of-reselling-gear-to-iran/
http://www.bloomberg.com/news/2012-10-08/cisco-ends-sales-partnership-with-zte-amid-spying-concerns-1-.html

FBI WARNS OF ANDROID MALWARE
http://news.cnet.com/8301-1009_3-57532937-83/fbi-warns-users-of-mobile-malware/
http://www.ic3.gov/media/2012/121012.aspx

CHINESE AUTHORITIES ARREST THOUSANDS IN CONNECTION WITH CYBERCRIME
http://www.zdnet.com/china-busts-700-cybercriminal-gangs-7000005742/

NEW ZEALAND MINISTRY OF SOCIAL DEVELOPMENT DATA BREACH
http://www.theregister.co.uk/2012/10/14/nz_mnd_leaks_data/
http://www.bbc.co.uk/news/technology-19948939
http://www.scmagazine.com.au/Feature/319327,nz-government-needs-to-start-over-on-security.aspx
http://publicaddress.net/onpoint/msds-leaky-servers/

GAO REPORT: AGENCIES NEED TO BE CLEARER ABOUT MOBILE DEVICE LOCATION DATA USE
http://thehill.com/blogs/hillicon-valley/technology/261575-report-calls-for-tougher-rules-to-protect-cellphone-location-data
http://www.computerworld.com/s/article/9232306/US_senator_Use_of_location_data_not_well_disclosed?taxonomyId=17
http://www.gao.gov/assets/650/648044.pdf

PIRATE BAY MOVES TO THE CLOUD
http://arstechnica.com/tech-policy/2012/10/the-pirate-bay-ditches-its-servers-sets-sail-for-the-cloud/
http://www.bbc.co.uk/news/technology-19982440

UK HALTS EXTRADITION OF McKINNON OVER SUICIDE CONCERN
http://arstechnica.com/tech-policy/2012/10/uk-halts-extradition-of-accused-hacker-over-suicide-concerns/
http://www.wired.com/threatlevel/2012/10/mckinnon-extradition-win/
http://www.h-online.com/security/news/item/Gary-McKinnon-not-to-be-extradited-to-the-US-1730880.html
http://www.cnn.com/2012/10/16/world/europe/uk-us-mckinnon-extradition/index.html

FBI CYBER SPECIALISTS FOCUS ON CYBER ATTACK ATTRIBUTION
http://www.nextgov.com/cybersecurity/2012/10/fbi-starts-new-initiative-name-hackers/59077/?oref=ng-channeltopstory

YAHOO WILL IGNORE INTERNET EXPLORER 10'S DO NOT TRACK PREFERENCE
http://www.computerworld.com/s/article/9233030/Yahoo_to_ignore_Microsoft_s_Do_Not_Track_signal_from_IE10?taxonomyId=17

US GOVERNMENT ARGUES AGAINST UNFREEZING MEGAUPLOAD'S ASSETS
http://arstechnica.com/tech-policy/2012/10/us-slow-legal-proceedings-are-megauploads-fault-dont-unfreeze-assets/

DUTCH JUSTICE MINISTER: POLICE SHOULD HAVE MORE POWERS TO HACK INTO COMPUTERS
http://www.dutchnews.nl/news/archives/2012/10/police_should_have_more_powers.php

GETTING FORENSICS DATA OFF SMARTPHONES, TABLETS CAN BE TOUGH, EXPERTS SAY
http://www.networkworld.com/news/2012/101212-smartphone-forensics-263306.html

FLAWS ALLOW 3G DEVICES TO BE TRACKED
http://www.scmagazine.com.au/News/317819,flaws-allow-3g-devices-to-be-tracked.aspx?goback=%2Egde_693917_member_173218988

COMPUTER VIRUSES ARE "RAMPANT" ON MEDICAL DEVICES IN HOSPITALS
http://www.technologyreview.com/news/429616/computer-viruses-are-rampant-on-medical-devices-in-hospitals/

KASPERSKY LAB DEVELOPING ITS OWN OPERATING SYSTEM
http://eugene.kaspersky.com/2012/10/16/kl-developing-its-own-operating-system-we-confirm-the-rumors-and-end-the-speculation/

KASPERSKY'S EXPLOIT-PROOF OS LEAVES SECURITY EXPERTS SKEPTICAL
http://www.csoonline.com/article/719284/kaspersky-s-exploit-proof-os-leaves-security-experts-skeptical

CYBER SECURITY FAILS AS 3.6 MILLION SOCIAL SECURITY NUMBERS BREACHED IN SOUTH CAROLINA
http://www.forbes.com/sites/anthonykosner/2012/10/27/cyber-security-fails-as-3-6-million-social-security-numbers-breached-in-south-carolina/

DATA-GATHERING VIA APPS PRESENTS A GRAY LEGAL AREA
http://www.nytimes.com/2012/10/29/technology/mobile-apps-have-a-ravenous-ability-to-collect-personal-data.html?pagewanted=all&_r=0

WINDOWS PHONE 8 OPERATING SYSTEM LAUNCHED BY MICROSOFT
http://www.bbc.co.uk/news/technology-20124639



===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

CASSAZIONE SEZ. LAVORO, 12 OTTOBRE 2012, N. 17438 Tumore determinato dall’utilizzo continuativo del cellulare: per la Cassazione costituisce la malattia professionale.
http://www.miolegale.it/sentenza/Cassazione_civile-Lavoro-17438-2012.html 
 
CASSAZIONE PENALE, SEZ. III, 4 OTTOBRE 2012, N. 38719 Molestie sessuali, violenza sessuale, tentativo di violenza sessuale. Differenze
http://www.miolegale.it/massima/Molestie-sessuali-violenza-sessuale-differenze.html

CASSAZIONE 19 OTTOBRE 2012 N. 41021, va condannato l'investigatore privato che filma la persona all'interno della sua dimora
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12645.asp
 
RATIFICA CONVENZIONE CE PER LA PROTEZIONE DEI MINORI: legge 172/2012
www.normattiva.it/uri-res/N2Ls?urn:nir:stato:legge:2012-10-01;172
 
DECRETO CRESCITA 2.0: il mese scorso avevamo anticipato il comunicato stampa, ecco il test completo del DL.
www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto.legge:2012-10-18;179
cogliamo l’occasione di questo Decreto, per ricordare, rispetto agli ultimi Decreti del Governo Monti, gli articoli che “impattano” principalmente sulle ns. attività:
DL SEMPLIFICAZIONI  5/2012 Art 37 PEC e imprese Art. 45 Semplificazioni in materia di dati personali Art. 47 Agenda digitale italiana
DL DISPOSIZIONI URGENTI 70/2011 Art. 6 comma 2 modifiche D.Lgs. 196/2003
DL SALVAITALIA 201/2011 art 40 comma 2 Riduzione adempimenti amministrativi per imprese
 
LEGGE DI STABILITA' 2013: tabella delle novità
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=19441
 
CERTIFICAZIONE TELEMATICA DEI CREDITI
http://certificazionecrediti.mef.gov.it/CertificazioneCredito/home.xhtml
 
PEC: notifiche in proprio degli avvocati
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=19458
 
ACCESSO ALLA NORMA: dal 1 gennaio 2013 la Gazzetta Ufficiale sarà gratis
http://www.miolegale.it/notizia/Gazzetta-ufficiale-gratis.html
  
ARTICOLI DI APPROFONDIMENTO: comunicazioni telematiche: ritorno al passato?
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=59524

HSM: il ministro Profumo firma il decreto
http://www.digitpa.gov.it/notizie/firmato-decreto-ministro-profumo

 
===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/
http://memoryforensics.blogspot.it/



https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/   <--- NEW
[ITA] http://www.siig.it/   <--- NEW
 
PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS
===============================

IMAGE SIMILARITY
http://jessekornblum.livejournal.com/286446.html

pyMFTGrabber
https://github.com/jeffbryner/pyMFTGrabber

NBDServer
https://github.com/jeffbryner/NBDServer

TCHEAD - TRUE CRYPT PASSWORD CRACKING
http://16s.us/TCHead/cracked/

 

===============================
             PAPERS
===============================

[ITA] LA GESTIONE DELLA SICUREZZA DELLE INFORMAZIONI E DELLA PRIVACY NELLE PMI
http://www.uninfo.polito.it/SC27/SC27public/Quaderno_UNINFO_La_gestione_dellaSicurezza_delleInformazioni_e_della_Privacy_v1_0.pdf

REPORT ON THE COMMITTEE'S OPINION ON EU DATA PROTECTION FRAMEWORK PROPOSALS
http://www.parliament.uk/business/committees/committees-a-z/commons-select/justice-committee/news/eu-data-report-substantive/

PHALANX 2 REVEALED: USING VOLATILITY TO ANALYZE AN ADVANCED LINUX ROOTKIT
http://volatility-labs.blogspot.it/2012/10/phalanx-2-revealed-using-volatility-to.html

REPORT OF DIGITAL FORENSIC ANALYSIS IN:
PAUL D. CEGLIA VS. MARK ELLIOT ZUCKERBERG, INDIVIDUALLY, AND FACEBOOK, INC.
http://www.wired.com/images_blogs/threatlevel/2012/03/celiginvestigation.pdf

GOOD PRACTICE GUIDE FOR COMPUTER BASED ELECTRONIC EVIDENCE
http://7safe.com/electronic_evidence/ACPO_guidelines_computer_evidence_v4_web.pdf

RELIABLY ERASING DATA FROM FLASH-BASED SOLID STATE DRIVES



http://static.usenix.org/events/fast11/tech/full_papers/Wei.pdf

WHY SSD DRIVES DESTROY COURT EVIDENCE, AND WHAT CAN BE DONE ABOUT IT
http://articles.forensicfocus.com/2012/10/23/why-ssd-drives-destroy-court-evidence-and-what-can-be-done-about-it/

THE USE OF THE INTERNET FOR TERRORIST PURPOSES
http://www.unodc.org/documents/frontpage/Use_of_Internet_for_Terrorist_Purposes.pdf

FORENSIC ANALYSIS OF WINDOWS 7 JUMP LISTS
http://articles.forensicfocus.com/2012/10/30/forensic-analysis-of-windows-7-jump-lists/

DATALORE: ANDROID MEMORY ANALYSIS
http://volatility-labs.blogspot.it/2012/10/omfw-2012-datalore-android-memory.html

ISO/IEC 27037:2012 - GUIDELINES FOR IDENTIFICATION, COLLECTION, ACQUISITION AND PRESERVATION OF DIGITAL EVIDENCE
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=44381

 
===============================
          FORMAZIONE
===============================

SEMINARI "DIGITAL INVESTIGATION 2012"
Aula 4 del Polo Cravino, Via Ferrata 1 - Pavia, dalle ore 16.00 alle ore 18.00.
- 14 Novembre 2012: Anonimato, privacy e whistleblowing (Fabio Pietrosanti, Claudio Agosti)
- 12 Dicembre 2012: Cloud computing e cloud investigation (Davide Gabrini)
http://www.tipiloschi.net/drupal/?q=Digital-Investigation-2012-UniPV-acquisizione-forense-digital-evidence

CONVEGNO "INDIVIDUAZIONE, ACQUISIZIONE E UTILIZZO DELLA PROVA DIGITALE: QUESTIONI GIURIDICHE, BEST PRACTICES, NUOVE PROSPETTIVE"
19 Novembre 2012 - Universita' di Udine
http://www.digitalforensics.udine.it/

CONVEGNO "PRESI NELLA RETE (ANALISI E CONTRASTO DELLA CRIMINALITÀ INFORMATICA)"
23 Novembre 2012 - Universita' di Pavia
http://informaticagiuridica.unipv.it/convegni/2012/2012CybercrimeGhislieri.pdf

SANS LONDON 2012
26 November - 3 December - London, UK
https://www.sans.org/event/london-2012

SUPSI - CERTIFICATE OF ADVANCED STUDIES (CAS) IN DIGITAL FORENSICS
Crediti di studio: 10 ECTS
Durata: 120 ore-lezione
Inizio percorso formativo: 10 gennaio 2013
Iscrizioni: entro il 30 novembre 2012
http://www.supsi.ch/fc/eventi-comunicazioni/news/2012/2012-08-08.html 
 
 
 
===============================
       CONFERENCES & CFP
===============================

IEEE International Workshop on Information Forensics and Security
December 2 - 5, 2012 
Tenerife, Spain
http://www.wifs12.org/index.html

2012 EUROPEAN SCADA SUMMIT
Pre-Summit Course: 5-9 December, 2012
Summit: 10-11 December, 2012
Barcelona, Spain
http://www.sans.org/info/112039

CDCP 2013 - THE 6th ANNUAL COMPUTERS, PRIVACY AND DATA PROTECTION CONFERENCE 
January 23-25, 2013, Brussels
http://www.cpdpconferences.org/callforpapers.html#top

NINTH ANNUAL IFIP WG 11.9 INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS



January 28-30, 2013 National Center for Forensic Science, University of Central Florida
Orlando, Florida , USA
Conference Deadlines:
Paper/Panel Submission: October 15, 2012
Notification of Acceptance: November 15, 2012

IMF 2013 - 7th International Conference on IT Security Incident Management & IT Forensics
March 12th - 14th, 2013
Nuremberg,  Germany 

FORENSICS EUROPE EXPO
April 24th – 25th, 2013
Upper West Hall, Olympia, London
http://www.forensicseuropeexpo.com/

                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


